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Abstract

This research aims to criticize the approach that considers the solution to the
ethical challenges of artificial intelligence (Al) to be only in design and technical
improvements. Some researchers consider the ethical challenges in Al to be
convergent, which emerge with the advent of Al systems and are resolved with
technical progress and improvements. In the discussions of the ethics of Al, issues
such as privacy and transparency have been the focus of most studies. In the
present research, using the analytical-critical method, the convergence between
transparency and privacy in machine learning systems was investigated, and the
approach that limits the resolution of ethical challenges to Al design was
criticized. The research findings indicate that there is no convergence between the
ethical challenges of Al. Additionally, by raising three challenges of
quantification, technical limitations, and meta-ethical issues, the criticism of
approaches that rely solely on design and technical improvements was addressed.
The results also indicate that it is not possible to respond to the ethical challenges
of Al only by relying on design, and there is a need to use other methods such as
legislation or progress in other sciences in addition to attention to design.

Keywords: artificial intelligence ethics, privacy, transparency, opacity,
ethical design.

* m_ashori@atu.ac.ir

How to Cite: Ashouri Kisomi, Mohammad Ali. (2024). Convergence of Privacy and
Transparency, Limitations of Artificial Intelligence Design, Hekmat va Falsafeh, 20
(78), 45-73.

DIO: 10.22054/wph.2024.75680.2183

Original Research

Received:10/09/2023

elSSN: 2476-6038 Accepted: 21/05/ 2024.

ISSN: 1735-3238


https://orcid.org/0000-0001-5663-1993

A Research Journal Hekmat va Falsafeh | Vol. 20| No. 78 | Summer 2024| 46

1. Introduction

One of the challenges in the ethics of artificial intelligence (Al) is the
actual implementation of laws and human rights. Issues such as
identifying legal responsibility, providing proof, etc. still lie ahead of
us. Although significant efforts have been made in this direction, such
as establishing the European Union's GDPR, many problems remain.
Among the existing views on the ethics of Al, some believe that the
solution to these problems should be sought in technical matters. For
example, proponents of ‘Internet Libertarianism' or ‘Cyber
Libertarianism' can be cited. These views, to some extent, are based on
the assumption that technical solutions can solve the social problems
created by Al systems. According to this approach, the ethical issues
and challenges of Al are somewhat convergent. In other words, the
emergence of Al brings about ethical issues; these problems are
intensified during the development of Al systems (convergence in
increasing ethical challenges); and finally, Al and its technical reforms
solve these problems (convergence in resolving ethical challenges). On
the contrary, the main goal of this research is to examine and investigate
this view, focusing on the two ethical difficulties of privacy and
transparency in Al systems.

To achieve the main goal of the research, the relationship and
convergence of privacy and transparency in machine learning systems
will be examined. Following the rejection of convergence, reasons will
also be provided against approaches that consider the ethical challenges
of Al in design and technical reforms. In line with reaching the intended
goals, the research is divided into four sections. In the initial section,
what we mean by Al and machine learning will be introduced. After
clarifying the main concepts, the second section examines ethical
approaches to privacy in the ethics of Al. The third section deals with
transparency/opacity, its types, and its relationship with privacy. In the
fourth section, after identifying the challenges ahead in the previous
sections, the relationship between transparency and privacy is
examined, and criticisms are presented.

Research Question(s)

1. In the context of machine learning systems, to what extent are the
ethical considerations of privacy protection and transparency
convergent?

2. Literature Review

Numerous studies have been conducted on the ethics of artificial
intelligence and, more precisely, on machine learning systems, and a
very rich and extensive body of research literature is forming. In this
regard, privacy and opacity/transparency are topics that have repeatedly
garnered the attention of philosophers. Some believe that without
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transparency, privacy cannot be protected; as we will lack a rationale
for the machine's judgments, which are considered essential for
protecting privacy. Consequently, with increased opacity/decreased
transparency, privacy will be more at risk.

3. Methodology

The current study employs an analytical-critical methodology to
explore the nexus between transparency and privacy within machine
learning systems. Furthermore, this study challenges the limited
perspective that ethical issues in Al can be addressed only through the
way Al systems are ethically designed.

4. Conclusion

Considering the objectives mentioned, the findings of this research are
divided into two parts. In the first part, the results indicate that in the
discussions on the ethics of artificial intelligence, there is no necessity
for convergence between transparency/opacity and privacy. In other
words, increased transparency does not guarantee the protection of
privacy. It is noteworthy that if these two issues are considered
convergent, the result could be the endangerment of privacy.
Sometimes transparency and the protection of privacy in an Al system
may improve together, but this is not a general rule and should not be
interpreted as one strengthening the other. It was also determined that
there are various methods to protect privacy in Al systems, and we do
not always need transparency. These results implicitly support the idea
that we should consider the ethical discussions of artificial intelligence
as separate and non-convergent issues. This lack of convergence shows
that we are dealing with significant issues, not just one ethical issue and
its subsets. In the second part, the research results demonstrate that
although, in many cases, technical solutions and design adjustments are
effective, they face limitations in some situations and will not be a
solution for all circumstances. Just as philosophical and ethical
approaches that do not consider the various structures of artificial
intelligence can lead to general analyses that often have no relation to
the structures of Al; if we consider technical solutions as general
solutions without regard to different conditions, we will again make a
mistake in another way. In such situations, it is necessary to use other
methods, such as legislation, advancements in other domains of science,
along with ethical design, to overcome some of the existing limitations.
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